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Smart Bridge

3asiBka Ha nmoakI0YeHue K cepsucy Ne 202407337332

Bepcus 3asaBku Ne 1

1. Baapgesien cepBuca
1 HanmenoBanue opranuzanuu ﬁ‘;gggﬁgﬁig;gg?ig;ig;iii%omﬂwme
2 NNH/BUH opranuzauun 000740000728
2. KineHT cepBHCca
ToBapumiecTBO ¢ OrpaHMYEHHOM
3 HanmenoBanue opranuzauuu orBeTcTBeHHOCTHIO "Kazakhmys Energy"
(Kazaxmpic DHEPIKN)
4 NWNH/BUH opranuzauuu 110140012821
5 OcHoBaHME IS TOJIKITFOYCHUS Ha ocHoBaHue norosopa
5.1 BroxxeHnne ocHOBaHUA IS HOIKIIIOUEHUS
6 OUO, xoHTaKTHBIN TenedoH, e-mail CI/ITIH/II-(OBA OJIBI'A, +77215331066,
OTBETCTBEHHOTO JTUI[A olga.sitdikova@kazakhmys.kz
3. Un¢opmanmoHHasi cMCTeMa KJIMEHTA cepBHca
7 HaunmenoBanue cucremsl ACM Bo16pocoB XKTIL]
8 JloruH cucTemsl asmzhtec
9 [Tapons(Tect) Zhtecasm2024
10 [Tapons(mpon) Zhtecasm2024
11 [P-aapec cuctemsl (Tect) 212.154.228.168
12 ITopt cucremsl (Tect) 8080
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13 [P-anpec cucteMsl (IPOIYKTHB) 212.154.228.165
14 ITopT cuctems! (MMPOLYKTHB) 8080
15 [Ipotokon (TecT) TCP
16 [Ipotokoi (MpoayKTUB) TCP
17 Kontyp B3aumopaeiictus Bue ETCTO
17.1 Nwmeercst VPN-TyHHEND Her
18 f;f;fr‘}(’ﬁfogﬁg ‘Z;‘L;‘;‘g:a CHUTJIMKOBA OJIBI'A AJIEKCEEBHA .cer
AKT 1O pe3yJbTaTaM UCIbITaHUH Ha
19 COOTBETCTBUE TPEOOBAHUAM
MH(pOPMaAIIMOHHOM 0€3011aCHOCTH
3.1 Jannbie VPN-TyHHe 51
19.1 || Undopmanus o nuiroze VPN Cisco ASA 5585X
19.2 || Pexum tyHHENA TUNNEL
19.3 || ITyommunsiii Peer IP-ampec 212.154.228.165
19.4 || ®a3za l: Metoxa ayreHTuduKauuu PSK(Pre-shared key)
19.5 ®daza 1: YacTHbIH 00N KITFOY Hapouno
19.6 || ®aza 1: Tun kpunrorpaduu IKEv2
19.7 || ®aza 1: IIportokon depdu-Xenamana Group 14
19.8 || daza 1: Kpunrorpapudeckuii anroputm AES-256
19.9 || ®aza 1: Anroputm XemUpOBAHUS SHA256
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19.10 || da3a 1: Cpok geiicTBus (171 nepecMoTpa 86400 sec
MOCTPOSHUS TYHHEJIS)
19.11 || daza 2: Uuakancymsimwst ESP(Encapsulating Security Payload)
19.12 || da3a 2: Kpuntorpaguueckuii anropurm AES-256
19.13 || da3za 2:Metoj aniroput™ma SHA256
19.14 ®a3a 2:I'pynmna coBeplIeHHON NpIMOi Group 14
CEKpPETHOCTH
19.15 ®daza 2: Cpok gercTBHs (1715 IEpecMOoTpa 28800 sec
MOCTPOEHUS TYHHEJIS)
19.16 ®a3za 2: Benuuuna B KO (1151 mepecmoTpa default
MOCTPOCHUS TYHHEJIS)
4. J1eKTPOHHBIN cepBHC
20 Kirou cepBuca ASM_Service
1 CepBuc npe10CTaBIISIET IEPCOHATIbHbBIC Her
JTaHHBIE
[IpenycmoTpena ormpaBka SMS rpaxknanam
22 JUIS TIOJYYEHHUs pa3pelieHus Ha Her
IPEeIOCTaBICHNUE UX NTEPCOHAIBHBIX JaHHBIX
23 Pexum B3anMonencTBus cepBuca CHHXpOHHBIN
JoxkyMeHT mognmucaJ:
T0BAPHINECTBO ¢ OrPAHHICHHOU CUTIMKOBA OJIbIA 2024-10-07, moAnucaHo

oTBeTcTBeHHOCTHIO \"Kazakhmys
Energy\" (Kazaxmbic DHepmxu)"

AJIEKCEEBHA

DI
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